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Accessing OPC Servers over Network
DCOM Setup for ABB OPC Servers

Description:

This tech-note covers the procedure for setting up DCOM (Distributed Component Object Model) that will
enable ABB’s Extended Modbus, ICN and Micro-DCI OPC Servers to be accessed over a network. This
document is intended to help you in setting up DCOM to allow client applications to work with these
servers. This document is not a complete guide for using DCOM. The settings in this document are
provided as a working example only, which may not meet the security and process requirements for
every installation. Microsoft's DCOM Web site provides detailed documentation on the configuration and
use of DCOM.

Applies to:

This applies to MOD 30ML, Modcell, Micro-DCI products, Extended Modbus OPC Server, ICN OPC
Server, Micro-DCI OPC Server, ViZapp and OPC client applications. All of the ABB OPC servers are
DCOM enabled applications. This means that they can be installed in one computer (server) and can be
accessed and launched from other computers (Clients) connected on the same Ethernet network. The
OPC Servers use TCP/IP protocol for this purpose. This also enables them to be accessed over an
intranet or the Internet if the security privileges are properly set. This technote has step-by-step

instructions for setting up DCOM and accessing OPC Servers over a network.

Server Computer Client Computer
OPC Server OPC Client
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Before you start:
The procedure below describes the use of DCOM with Windows NT, Windows 2000 and Windows XP

operating systems. No attempt is made to describe DCOM for Windows 95, Windows 98 or Windows

Me. On these systems, DCOM is not able to automatically launch a server as required on a remote

computer. Refer to Microsoft documentation for further details related to Windows 95/98/Me applications.

DCOM setup requires Administrator level access to the PC. Make sure you are logged in as the
Administrator or an account with Administrator rights on the Windows NT/2000/XP operating system.
Once the DCOM setup is complete, Administrator level access is no longer required. You do not have to

run your applications as an Administrator in order to use DCOM.

Step 1: The first step in this process is to make sure that the computers are on the network and can be
accessed by each other. You can verify this by seeing them in the Windows Network Neighborhood or by
searching for the computer from the Windows Search or by PINGing the computer by specifying the

computer’s IP address. Contact your system administrator for assistance.

We will assume a setup of 2 computers — one where the OPC Server is installed (we will refer to this as
the server computer) and the other where an OPC client (ViZapp or other application software) is

installed (we will refer to this as the client computer).

The User Name and Password for the two computers must have access (security rights) to the other

computer. DCOM requires this access capability.

Step 2: The next step is to setup the users:
There could be 3 different scenarios in the network configuration:
1. The Server and the client computers are part of the same Windows NT/2000 domain. The
domain controller manages the access rights of the domain. Domain User accounts and Domain
Groups are used for granting permissions. If the computers are in different domains, then make
sure that the domain Trusts relationships are properly setup — one Domain trusts users from the

other domain and vice versa. Contact your system administrator for assistance with these issues.

Adding Users: If the server and the client computers are members of a domain, and users A and
B are both accounts in that domain, then the permissions are already setup, You can go to the
next step of configuring the DCOM. Otherwise, add the users in the domain controller. Contact

your system administrator for further help. Alternatively you can add these two users as local
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users in both the computers with the same user name and password.

2. One of the computers is part of the domain and the other is part of a Windows workgroup, but
they are connected on the network and can see each other.
Adding Users: Add the user from the computer that is part of the work group as a local user in the

computer that is on the domain and vice versa.

3. Both computers are part of a Workgroup.

Adding Users: Add the user from one computer as a local user in the other and vice versa.
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Step 3 — Setting up the OPC Server Computer: Start the DCOM Configuration Utility — DCOMConfig in
the computer we designated as the server. Click on the Windows Start menu and select Run to start the
Run dialog as shown below:

21x|

Type the name of a program, folder, docurment, ar
Internet resource, and Windows will open it for you.

Open: I dcamenfg j

OKE | Cancel | Browse, .. |

Type dcomcenfg in the Open field and then click on OK. The DCOM Configuration Utility will start as

shown in the figure below:

Distributed COM Configuration Properties e

Applications | Default Propeniisl DefauItSecurityI Default Prutocolsl

Applications:
{000C101C-0000-0000-C000-000000000046% -

{1BE1F766-5536-1101-B726-00C04FBI26AF}
{46986115-34D6-459c-8F95-520D653E032E}

ABB Extended Modh )
ABB ICN OFC DA Server
Adobe Acrobat Document
Adobe Photoshop Image
AFE Client

APE Expediter

AFE Instance Manager
AFE Job Manager

AFE Logger

AFE Manager

AFE Pool Manager

AFE Server bManager
AFE WWorker

APE Worker Provider x|

Froperties... |

Ok I Cancel Aty

ABB Inc. TOPIC: MOD 30ML/Modcell/Micro-DCI
Instrumentation Div. Issue 1, Jan 03



TNMLO0103-1

Default Properties Tab: Click on the Default Properties tab. See the figure below:

Distributed COM Configuration Properties 2]
Applications Default Properies |DefauItSecu&w| Default Protocolsl
[v Enahble Distibuted COM on this computer

[~ Enable COM Intemet Services on this computer

— Default Distributed COM communication properties
The Authentication Lewel specifies security at the packet level.

Diefault Authentication Leseal:

Cannect j

The Impersonation Lewvel specifies whether applications can determine
wha is calling them, and whether the application can do ocperations
using the client's identity.

Default Impersonation Lewvel:
[ ctentity |

[ Provide additional security for referance tracking

Ok | Cancel Al

1. Make sure that the Enable Distributed COM on this Computer box is checked.
2. The Default Authentication Level should be Connect.

3. The Default Impersonation Level should be Identify.
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Default Security Tab: Click on the Default Security tab. See the next figure. This is where we will

make the most setup changes. There are 3 settings from this tab:

1. Default Access Permissions: We will configure the users that will be allowed to access OPC

servers on this computer.

2. Default Launch permissions: We will configure the users that will be allowed to launch OPC

servers on this computer.

3. Default Configuration Permissions: We will configure the users that will be allowed to configure

OPC servers on this machine

It is important that you understand the concept of users and groups to configure this portion of

DCOM.

Distributed COM Configuration Properties ed 1
Applications | Default Praperties  Default Security | Default Protuculsl
—Default Access Permissions
Y'ou may edit who is allowed to access applications that do not prowvide
their own settings
Eclit Default.. C!
— Default Launch Permissions
Y'ou may editwho is allowed to launch applications that do not provide
their own settings.
Edit Default...
— Default Configuration Fermissions
Y'ou may edit the list of users that are allowed to modify OLE class
configuration information. This includes installing new OLE servers and
adjusting the configuration of existing OLE servers.
Edit Defautt.. |
(0] Cancel | Apply |
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Click on the Edit Default button in the Default Access Permissions section. The Registry Value

Permissions dialog box will be displayed as shown in the next figure:

Registry Walue Permissions il

Registry Walue: DefaultdccessPermission

Chwner; ServerComputer

Marme:

Type ofiAceess: I j

(0] | Cancel | Al | Femayve Help |

This dialog box will display the computer name (ServerComputer in this example) in the Owner field as
shown. Click on the Add button to add the user from the client computer. The Add Users and Groups

dialog box will be displayed as shown next. This dialog will display the user groups as shown.
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Add Users and Groups x|
List Mames Frorm: I Y ServerComputer j
MNames:
B Administrators Adrministrators hawe complete and unrestric -
E# Backup Operators Backup Operatars can override security res
E® Debugger Users Debugger users can debug processes ant
@ Everyone Al Users
E# Guests Guests have the same access as members |
£S5 INTERACTIVE Users accessing this object localky
& NETWORK Users accessing this object remately
E# Power Users Fower Users possess most administrative FLI
A Show Users fermbers. . Search... |
Add Names:
-
=
Twpe of Access: IAIIDWA:CESS LI
0]4 I Cancel | Help |

¢ Click on the List Names from field at he top and select the domain you want to add the user from.

If the client user is not part of the domain, then you can select the local computer name from this
field.

e Click on the Show Users button to show all the users from the domain/local computer as selected
in the previous step.

e The Add Users and Groups dialog will redisplay with the user names as shown in the next figure:
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Add Users and Groups

x|

List Mames From: I W ServerComputer® ﬂ

MNames:

E# Replicator Suppons file replication in a domain :I
) RESTRICTED Bestricted code

@ SYSTEM The operating system

B Users

Isers are prevented from making accident:
£ Administrator (Param RajamanickaiBuil-in account for administering the campur
& ClientUser (Client User)

£ Guest
€ ServerUser (Server Usen

Builtin account for guest access to the com

E

Al Show Lsers temers... Search... |
Add Names:
=
=
Twpe of Access:  |Allow Access LI
(0] | Cancel | Help |

Select the client user from this list and then click on the Add button. You will see the added user in the
Add Names box at the bottom as shown in the next figure.
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Add Users and Groups x|
List Mames From: I W ServerComputer® ﬂ
MNames:
E# Replicator Suppons file replication in a domain :I
) RESTRICTED Bestricted code
@ SYSTEM

The operating system

£ Administrator (Param RajamanickaiBuil-in account for administering the campur

B Users IUsers are prevented from making accidenth
£ Client User (Client User)

£ Guest Builtin account for guest access to the com
€ ServerUser (Server Usen ;I
Al Show Lsers temers... Search... |
Add MNames:
ServerComputetyserver User :I
=
Twpe of Access:  |Allow Access LI
(0] | Cancel | Help |
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Notice that the domain or the local computer name is also shown for the added user. Click on the OK

button. The Registry Value Permissions dialog box will refresh with the added user as shown in the next

figure.
Registry Walue Permissions il
Registry Walue: DefaultdccessPermission
Chwner; ServerComputer
Mame:
& Client User (Client User) Alloww Acc
Type of Access: IAIIDWACCESS LI
(0] L\\l Cancel | Add.. Remowve Help |
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Click OK in this dialog box. The Default Security tab of the Distributed COM Configuration Properties

dialog box will be redisplayed as shown below:

Distributed COM Configuration Properties 2x|

Applications | Default Propedies  Default Security DefaultPrc:tDu:c:Isl

—Default Access Permissions

“ou may editwhao is allowed to access applications that do not provide
their own settings

Edit Default. .

—Default Launch Permissions

“ou may editwho is allowed to launch applications that do not provide

their own settings.
Edit Default... |

“iou may editthe list of users that are allowed to modify OLE class
configuration information. This includes installing new OLE servers and
adjusting the configuration of existing OLE servers.

— Detault Canfiguration Permissions

Edit Default . |

(0] Cancel | Apply |

We have allowed default access permissions for the user. Next step is to allow default launch
permissions for the same user. Click on the Edit Default button in the Default Launch Permissions
section. Follow the procedure in the above section to allow the default launch permission for the same
user.

We will skip the Default Configuration Permissions section, which does not apply to this application.

Default Protocols Tab: Click on the Default Protocols tab next. See the figure below: On this tab we will
set Connection-Oriented TCP/IP as the protocol to be used by DCOM. Make sure that Connection-
Oriented TCP/IP is listed at the top. You can remove the other protocols from this list. Note that this does
not remove the protocols from the computer, but rather they will not be used for DCOM. The fewer the

protocols in the list, the shorter your timeouts will be in DCOM waiting for a call or connection to fail.
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Distributed COM Configuration Properties 2x|
Applications | Default Fropetties | Default Security DEfaUHPFDtDCDlSl

DCOM Protocols:

g Connection-crignted TCRAP
W Connection-oriented 5P

W Connection-ariented NetBEUI

W Connection-oriented Nethios owver [P

3

Add Remowve fowe g bowve Down | Properies...

Description

The set of netwark protocols available to DCOM on this machine. The
ordering of the protocols reflects the priority in which they will be used, with
the top protocal having first pricrity.

(0] Cancel Apply

If you do not see Connection-Oriented TCP/IP in the list, you can add it by clicking on the Add button and

then by selecting it from the drop-down list from the resulting dialog box. See the figure below:

Select DCOM protocol and endpoint x|

=t Selectthe DCOM network protocol sequence that you want to add.
<L Enter the endpaint details and click OK when you hawe finished.

(04 f_“ | Cancel

Applications Tab — ABB OPC Server Setup: Next we will configure access properties for the individual
OPC Servers. Click on the Applications tab. Select the ABB Extended Modbus OPC Server from this list

(the procedure is similar for the ABB ICN OPC DA Server and the ABB Micro-DCI OPC Server) and then
double-click or click on the Properties button.
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Distributed COM Configuration Properties

Applications | Default Propedies DefaultSeu:uritylDefaultPrc:tDu:DIsl

Applications:

{000C101C-0000-0000-C000-000000000048} o
{1BE1F7E6-5536-1101-6726-00C04FBYZ6AF}
{48985115 -8406-459c-0F95-5200653E032E}

AEEEI ICN OPC DA Server
Adobe Acrobat Document
Adobe Photoshop Image
APFE Client

AFE Expediter

APFE Instance Manager
APFE Job Manager

APE Logger

AFPE Manager

APFE Pool Manager

APE Server Manager
APE Warker

APE “Worker Provider x|

Froperties...

(0] Cancel Apply
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The ABB Extended Modbus OPC Server Properties dialog box will be displayed as shown in the next

figure:

The General tab of this dialog box will be displayed by default. We will accept the default values on this

tab. Make sure that the Authentication Level is Default.
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ABB Extended Modbus OPC Server Properties 21x|

General |Locati0n| Securityl Identityl Endpoints

—General properties of this DCOM application

Application name: ABB Extended Modbus OPC Senver
Application type: local server

Authentication Level:

Local path: dAPROGRA™IYWiZappMBOPC. exe

oK I Cancel | Al |

Click on the Location tab. Make sure that only the Run Application on this Computer checkbox is checked
as shown in the figure below:

ABB Extended Modbus OPC Server Properties 21x|

General Location |Security| Identityl Endpaints

The following settings allow DCOM to locate the correct computer for this
application. If you make mare than one selection, then DCOM uses the first
applicable one. Client applications may overtide your selections.

" Run application on the computer where the data is located

v Run application on this computer

™ Run application on the following computer:

Browse... |

oK I Cancel Al

ABB Inc. TOPIC: MOD 30ML/Modcell/Micro-DCI
Instrumentation Div. Issue 1, Jan 03



Click on the Security tab and make sure that the following settings are enabled:

ABB Extended Modbus OPC Server Properties

General | Location SECumylldentityl Endpoints

& |se default accass parmissions

—  Lse custom access permissions

You may editwho can access this application.

Edlit... |

% Use default launch permissions

Use custom launch parmissions

You may editwho can launch this application.

Edlit... |

 Use default configuration permissions

— @ Llse custom configuration permissions
You may editwho can change the configuration information for this
application.

Edit... |

oK I Cancel |

Apply

e Use default access permissions
e Use default launch permissions
e Use custom Configuration permissions
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Click on the Identity tab and configure it as shown in the next figure:

ABB Extended Modbus OPC Server Properties

General Locationl Security |d9nmy|Endpoints

Which user account do you want to use to run this application?

& The interactive usar

 The launching user

 This user:

zer: I

Fassward: I

Carfitrn Passward: I

= The System Account (serices only)

Browse... |

21

o |

Cancel

| ARy |

Make sure that The Interactive user is checked. This will be the most widely used setting provided
there will be a user logged on in the Server Computer. The only time you will not use this setting is
when you run the OPC Server as a Windows service with no user logged on.
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There are no changes suggested in the next tab. Accept the defaults as shown in the next figure:

ABB Extended Modbus OPC Server Properties 21x|

Generall Locationl Securityl Identity Endpoints

DCOM Protocals and endpaints:

.. default systerm protocols ...

Add Bermowe Fropetties... Clear

Description

The set of protocols and endpoints available for use by clients of this
DCOM server. The system defaults entry indicates that the default set of
DCOM protocols and endpoints for the machine will be used.

oK I Cancel Al

Applications Tab — ABB OPC Server Setup: This section covers the DCOM settings for the OPC
server computer that are specific to the application OPCEnum that is installed by the ABB OPC Server
installation software. You may skip this step depending on how your OPC client application works. If
your OPC client allows your users to browse for OPC servers that are on the machine where your OPC
servers are installed and then pick from a list, then you will need to complete this step.

See the next figure:
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Distributed COM Configuration Properties

Applications | Default Propedies DefaultSeu:uritylDefaultPrc:tDu:DIsl

Applications:

21

MsoHelp Key Search Dialog (2) -]
netman

Methdeeting

Motes Link

Mltrms Swc

OftProw

DpcEnum

COutlook Message Attachment
Cutlook Office Finder

Faint Shop Pro 5 Image
Faintbrush

FaL
Falgh J
Phonelialer Document

Fhotoshop 4.0 LE Application

Fermote Automation CLSID_Stubkarshaler

Femaote Debug Manager for Java

Femaote Storage Recall Motification Client x|

Froperties... [\!g’

(0] | Cancel Apply
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Select OpcEnum from the Application tab and double-click or click on the Properties button.
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OpcEnum Properties 21

General |Locati0n| Securityl Identityl Endpointsl

—General properties of this DCOM application

Application name: OpcEnum

Application type: local server

Authentication Level:

Local path: CAWINNT\system3IZ\OPCEnum. exe

oK I Cancel Al

The OpcEnum Properties dialog box will be displayed as shown in the above figure. Configuration of this
is similar to that of the section Applications Tab — ABB OPC Server Setup as explained above.
Configure the tabs: General, Location, Security, Identity and Endpoints the same way you configured
the OPC Server.

After the OpcEnum configuration is complete, click on the OK button on the Distributed COM
Configuration Properties dialog.

Step 4 — Setting up the OPC Client Computer:

This section provides settings for the computer on which your OPC Client application is running. Please
note that depending on whiich OPC client you are running and how you intend to run your system, these
settings may vary.

We will refer to some of the settings were done for the ServerComputer in this section. Make sure you
have already completed the setup on the ServerComputer before configuring the settings in the
ClientComputer.

Start the DCOM Configuration Utility — DCOMConfig in the Client Computer.
Default Properties Tab: Click on the Default Properties tab. See the figure below:
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Distributed COM Configuration Properties 2 x|

Applications  Default Properies DefaultSecu%yIDefaultPrDtDcolsl

v Enahble Disttibuted COM on this computer

[~ Enahle COM Internet Services on this computer

— Default Distributed COM communication properies

The Authentication Lewel specifies secunty at the packet level.

Default Authentication Lewel:

Connect j

The Impersonation Level specifies whether applications can determine
wha is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Lewvel:

[ ctentity =

™ Provide additional security for reference tracking

oK | Cancel Al

1. Make sure that the Enable Distributed COM on this Computer box is checked.
2. The Default Authentication Level should be Connect.

3. The Default Impersonation Level should be Identify.

Default Security Tab: Click on the Default Security tab next. See the figure below. There is only one

setting that we will address from this tab:

ABB Inc. TOPIC: MOD 30ML/Modcell/Micro-DCI
Instrumentation Div. Issue 1, Jan 03



TNMLO0103-1

Distributed COM Configuration Properties 2x|

Applications | Default Propedies  Default Security DefaultPrc:tDu:c:Isl

—Default Access Permissions

“ou may editwhao is allowed to access applications that do not provide

their own settings
Edit Defautt.. C\!

“ou may editwho is allowed to launch applications that do not provide
their own settings.

—Default Launch Permissions

Edit Default. .

— Detault Canfiguration Permissions

“iou may editthe list of users that are allowed to modify OLE class
configuration information. This includes installing new OLE servers and
adjusting the configuration of existing OLE servers.

Edit Default . |

(0] Cancel | Apply |

Default Access Permissions: We will configure the users that will be allowed to access the OPC
client application from remote OPC servers.

It is on this dialog that you will set user (i.e. users that remote OPC servers are running under) that
will have access to make call-backs to this machine when subscription/exception based reads are
being done.

It is important that the User Name or a Group containing the User Name that the OPC server is
running under be granted access here. Failure to grant access to the proper user or group will
prevent the OPC client from receiving the call-backs on subscription/exception reads from the Server

Computer.

Click on the Edit Default button in the Default Access Permissions section of this tab. The
Registry Value Permissions dialog box will be displayed next. Click on the Add button on this dialog
and select the domain or the local computer and then show the users of the selected resource and
then select the user (Server User in our example).

After you have added a user, the Registry Value Permissions dialog box will be redisplayed.
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Registry Value Permissions

Fegistry Walue: DefaultdccessPermission

Owner: ClientComputer

Marne:

Twpe of Access: IAIIDWADCESS

Cancel | Add... Femowve

Help

< |

Click OK on this dialog.

Select the Default Protocol tab on the Distributed COM Configuration Properties dialog next.

Distributed COM Configuration Properties

Applications | Default Properties | Default Security DBfElU|tPrDTDCD|S|

DCOM Protocols:

‘g Connection-criented TCRAAP

Ald Remaove ff@we g bowe Down Froperties...

Descriptian

The =et of network protocols awvailable to DCORM on this machine. The
ordering of the protocols reflects the priority in which they will be used, with
the top protocol having first pririty.

(0] | Cancel Apply
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Make sure that the Connection Oriented TCP-IP protocol is at the top of the list as shown in the figure
above. You can remove the other protocols from this list. Note that this does not remove the protocols
from the computer, but rather they will not be used for DCOM. The fewer the protocols in the list, the

shorter your timeouts will be in DCOM waiting for a call or connect to fail.

% If you make a change to any DCOM configuration or security related setting on the
ClientComputer, you must restart the client application for the changes to take effect. Likewise, if
you make such changes on the ServerComputer, you must restart the server application for the
changes to take effect. You typically only need to reboot either or both computers in special
instances where you are changing settings that globally affect all DCOM applications on the
machine. For example, if you change the DCOM Default Authentication Level, you need to
reboot the computer. The Default Authentification Level is a very broad change relative to your
computer’s use of DCOM.

This completes the setup on the ServerComputer and the ClientComputer.
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Section 5: Accessing an ABB OPC Server from an OPC client application:

Example 1: Using ViZapp to access a MOD 30ML or Modcell controller connected to a computer on the

network.

This setup includes a computer to which the controller is connected by Modbus. This computer is the
Server Computer. We will use the Extended Modbus OPC Server in this example. You need to run the
OPC Server properly configured. Make sure that you can communicate with the controller from the OPC
Server running on this computer. The OPC Server loads the last saved file when you launch it. (In the
case of the Extended Modbus OPC Server, make sure that a device is added in the .mopc file and in the
case of the ICN OPC Server, a device is added to the .icns file to represent he controller you are trying to

communicate.) DCOM setup on this computer should be done as explained in the Step 3 above.

The setup also includes the client computer running ViZapp application and DCOM is configured as in
Step 4.
We will try to read the version number of the controller connected to the ServerComputer from the

ClientComputer.

You need to login to the Client Computer (ClientUser is the user name in this example). Launch ViZapp in
the ClientComputer. Open a ViZapp workspace, project and an instrument document.
Select Instrument — Status from the menu bar at the top. The Communication Setup will display as shown

in the next figure:

Communication Setup x|
SEREr name: I
Browse. . |
Dewvice narme: I
Browse... |
Database to read: ICurrent j

™ Produce log file

(0] I Cancel | Help |
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Click on the Browse button under the Server name field. The Communication Setup box will be
displayed as shown below. The Available Servers list will display the OPC Servers that are installed in

the local computer (ClientComputer). We need to connect to the ServerComputer and select the OPC

Server from there.

OPC Server Selection for

SERE NAME: K
IAEIEH.XMDdbus

Cancel

Server node ("Viserver' or "server” or "wew server.com'):

| Refresh List

Ayailable servars:

L

Click on the Drop-down arrow in the Server node field as shown in the above figure. This will show the

computers on the network. Choose the ServerComputer from this menu. If the drop-down menu does

not show ServerComputer, then you can type the computer name as shown in the next figure using the

syntax \ServerComputer.
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OPC Server Selection for

Server name:

IAEIEH.XMDdbus

Cancel

Server node ("Viserver' or "server” or "wew server.com'):

|\'\,ServerCc:mputer j RFefresh List

Ayailable servars:

ABBICH DataAcocess
ABB Hhodbus

Click on the Refresh List button. This will search the ServerComputer for OPC Servers installed and

registered in its system. If you do not see the message box, click on the Refresh List button again.

Finding OPC Servers il

YWWaenerComputer

o= ]

Subsequently the message box will display the names of the OPC Servers it finds in the ServerComputer.
See figure below:

Finding OPC Servers il

YWWaenerComputer
ABB =Modhbus

Cancel

The OPC Server Selection dialog box will be redisplayed with all the OPC Servers that were found from

the ServerComputer (as shown in the next figure):
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OPC Server Selection for

Server name: K

IAEIEH.XMDdbus

L

Cancel

Server node ("Viserver' or "server” or "wew server.com'):

|\'\,ServerCc:mputer j Fefresh List

Ayailable servars:

ABB.AfwOpcDaServer
ABB AfwOpcDaSurrogate.
AB

Select ABB.XModbus from the list and then click OK. The Communication Setup dialog box will be
redisplayed with the Server name as shown below:

Click on the Browse button, in the Device name field, to browse for the device. This will launch the OPC
Server in the ServerComputer (because we had granted Access and Launch Permissions for the user

Client User in the ServerComputer in its DCOM configuration).

Communication Setup x|
Server name: IABB.XMDdbus
Browse. . |
Dewvice narme: I
Browse... |

Database to read: ICurrent LI

™ Produce log file

(0] I Cancel | Help |

Next, the Device Selection dialog will be displayed (as shown below). Devices from the
ServerComputer opened .mopc file will be displayed. The list may be different from the following figure

depending on the .mopc file in the SeverComputer.
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Device Selection for

X
Dievice name:

Dewvicel
Cancel

Ayailable devices:

Select the device and then click OK. The Communication Setup will be redisplayed as shown below.

Communication Setup x|

Server name: IABB.XMDdbus

Browse. .

L

Device hame: IDBViCE1
Database to read: ICurrent LI

[ Produce log file

0]4 M Cancel | Help |

Click OK on this dialog box. The Instrument Status window will be displayed (as shown below). You can

issue commands to the controller from this window. See the commands in the next figure.
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Instrument Status il

r diags
No diagnostics to display.
Command successful.

r version
IzZza Z2.02
Command successful.

IRQ

Enterkl = Prevl Next >| Frint | UiewCRFl Help | Exit |

You can use the same setup for downloading / uploading databases, entering ViZapp debug mode and

other communication with the controller.

Example 2: Accessing the OPC Server from the ServerComputer using a third party OPC client running
in the ClientComputer:

This is really simple if your OPC client allows your users to browse for OPC servers that are on the
ServerComputer and then pick from a list. This is because the ABB OPC Servers use the OpcEnum to
show up in third party browsing. You can select the OPC Server name, Device name and Tags by using
the Tag Browser interface your OPC client supports.

If your OPC client does not support browsing, then you need to specify the node name, OPC Server
name (ABB.Xmodbus or ABB.ICN.DataAccess or Micro-DCl.LocalServer), device name, group and tag

names.

For the latest list of technotes, visit http://www.rcsupport.com/ or http://www.abbinfozone.com and select
the Recording and Control Solutions Support Page, or contact us at 800 829 6001 or 215 674 6000
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